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Huawei Reliability Department Introduction

Â Dedicated team, Advanced technologies  and solutions POC, standard , E2E process,,ʐʐ

Â To break the silos between products, between reliability and product R&D engineers.
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Scope of Huawei Reliability

Equipment-level reliability

Network-level reliability

Service-level reliability

ÅSoftware reliability

ÅHardware Reliability

ÅMechanical Reliability

ÅNetwork design/Geo-Redundancy

ÅTraffic control/ load balance

ÅSurvivability /Disaster Recovery

ÅQoS/QoE/Performance

ÅSLA
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Agenda

¸ Background

¸ Methodology of intelligent fault management

¸ The challenges and exploration 
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3 Levels of ñAll Cloudò Evolution for Telecom Industry

Virtualization

ÅHardware and software 

decoupled

Cloud Native 

Å5G oriented function decomposition

ÅProgrammable

ÅDevOps & JAD: service level SW 

publish, A/B Test, chaos monkey

ÅOpen platform for developers

Cloudification

ÅService Governance framework

ÅStateless Design
ÅN-way & Cross-DC Geo Redundancy

ÅGraceful Scalability

ÅOpenness with 3rd party integration
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ÅMass market ÅDynamic Slicing: AR/VR, V2X, Industry 4.0

ÅMarket place for millions of apps

ÅStatic Slicing: MVNO, IOT, ESNé

ÅCloudB2B: Cloud CDN, Cloud UC, 

CloudVPN

Focus on Elasticity& Resilience Focus on Business AgilityFocus on SW/HW decouple
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The Reality of Public Cloud Reliability  

ü Google Compute Engine,  2017-01-30,   4hrs 

ü AWS's S3 outage, 2017-02-28,   4hrs 

ü Facebook, 2017-02-24,  3hrs

ü aƛŎǊƻǎƻŦǘ !ȊǳǊŜ {ǘƻǊŀƎŜ ƭƻǎŜǎ ǇƻǿŜǊ ŦƻǊ ŜƛƎƘǘ ƘƻǳǊǎ ŘǳŜ ǘƻ ϦǎƻŦǘǿŀǊŜ ŜǊǊƻǊέ Σ фƘǊǎΣ нлмт- 03-16

ü Microsoft Office 365,17hrs, 2017- 03-21,   

ü Apple's iCloud backup outage, 2 days, 2017- 06-28

Apple to Apple? The Myth of 9s

ðð E2E̙ Real time service̙ Partial Outages?......

Source: CloudHarmony

Actually there are much more outages happened, far more the 
ones list here. 
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ÅMTBF(Mean Time Between Failures)χ-4"&
В

ÅMTTR(Mean Time To Repair)χ-442
В

Å!!ÖÁÉÌÁÂÉÌÉÔÙ̔
В ᶻ

Reduce failover time with quick 
diagnostic recovery

Reduce the probability of failure by early 
detection and prevention of failures

The smaller, The better

How to improve it?
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IdeaЕFrom Fire-Extinguishing to Fire-Prevention

Health status and maintenance flow

Normal state Subhealthy Faulty state
Services are 

affected.

User 
complai

nt
Past

Future

Reactive approaches

Proactive approaches

ςNo prevention cost 
ςbut prolonged service 
downtime

ςProvide better system 
reliability 
ςbut incur large overhead

Move the maintenance 
point forward.

To detect sub -health status 
and take right action to 
avoid customer impact .

Predict and prevent faults, identify potential risks, 
and eliminate potential risks.
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Our Vision

Normal 
status

Sub health: 
equipment or network 
is in sub-health state, 
but business is in 
normal range

Problem acceptance analysisrecovery

Abnormal 
perception

Level  1: Data pipeline is ready or not
Level  2: AI knows abnormal or not? 
[ŜǾŜƭ  оΥ !L ƪƴƻǿǎ άǿƘŀǘ ƘŀǇǇŜƴŜŘΚ έ
[ŜǾŜƭ  пΥ !L Ŏŀƴ ƪƴƻǿǎ έ ǿƘŀǘ ǿƛƭƭ ƘŀǇǇŜƴΚ έ
[ŜǾŜƭ  рΥ !L Ŏŀƴ ǎǳƎƎŜǎǘέ ǿƘŀǘ ŀŎǘƛƻƴ ƴŜŜŘ ǘƻ ōŜ ǘŀƪŜƴΚ έΣ 

which are carried out manually.
Level  6: full automation enables self-healing.

Failure
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FPP Evolution path
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FPP Evolution path
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FPP Evolution path
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FPP Evolution path
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Agenda

¸ Background

¸ Methodology of intelligent fault management

¸ The challenges and exploration 
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Three elements of AI project success

Data̔
Algorithms without data are useless. 
Data is the core of the algorithm, so 
getting a lot of data will become the 
top priority. 

Algorithm̔
Google acquired DeepMind to gain 
competitive advantage. FB has 
acquired Wit.ai to enhance speech 
recognition and voice interface 
services

Computing power̔
Google TPU                         2016.5
NVIDIA Tesla       P100 GPU 2016.4
Microsoft  FPGA                 2016.9
HW Ascent910/310            2018.10



HUAWEI TECHNOLOGIES CO., LTD. Huawei Confidential 16

Gartner Hype Cycle state

Source: Gartner, Hype Cycle for ICT in India, 2018Source: Gartner Hype Cycle for artificial intelligence 2017

DŀǊǘƴŜǊ ǘƘƛƴƪ ƛǘΩǎ  ƛƴ άLƴƴƻǾŀǘƛƻƴ ǘǊƛƎƎŜǊέ ǎǘŀƎŜ ŦǊƻƳ нлмт ǘƻ ƴƻǿΣ ƴƻ ŎƘŀƴƎŜ Σ Lǘ 
need takes five to ten years to mature. So pessimistic ?


