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Huawel Reliability Department Introduction

A Dedicated team, Advanced technologies and solutions POC, standard E2Eprocess

A To break the silosbetween products, between reliability and product R&D engineers.
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Scope of Huawel Reliability
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Agenda

Background
Methodology of intelligent fault management

The challenges and exploration
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3 Levels of nAIl | Cl oudo Evol L

Cloud Native

Cloudification Slicing
Virtualization /
-
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(:} On-Demand ,““

Database

Load Balance

Edge DC ’Regional DC’ Center DC’

% A 5G oriented function decomposition
A Service Governance framework A Programmable

Decoupled

=~ A Stateless Design A DevOps & JAD: service level SW
% A Hardware and software A N-way & Cross-DC Geo Redundancy A gUb“Shl’ Af/B Tefst, (;hao? monkey
g decoubled A Graceful Scalability p-en plat orr-n or developers
> P A Openness with 3" party integration Micro Service
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Focus on SW/HW decouplel == Focus on Elasticity& Resilience )
o
< A Mass market A Static Slicing: MV NO, | OT, E SABynamic Slicing: AR/VR, V2X, Industry 4.0
=1 A CloudB2B: Cloud CDN, Cloud UC, A Market place for millions of apps
1 CloudVPN
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The Reality of Public Cloud Reliability

Google Compute Engine, 2002-30, 4hrs Actually there are much more outages happened, far more the

AWS's S3 outage, 20402-28, 4hrs ones list here.
Facebook201702-24, 3hrs
aAONR&2FG !'TdzNBE {G2N}r3S t2aSa LRoSN FPNBSAIKG K2dzZNAR RdzS G2 baz¥

Microsoft Office 365,17hrs, 201703-21,
Apple's iCloud backup outage, 2 days, 2017 06-28
SourceCloudHarmony

W Amazon Microsoft Foogle
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How to improve it?

B ( )

A MTBF(Mean Time Between Failures) - 4 " &

A MTTR(Mean Time To Repairy - 4 4 2 =
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Reduce the probability of failure by early
detection and prevention of failures

smaller, The better

up time (after repair)
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Time Between Failures = { down time - up time}
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Reduce failover time with quick
diagnostic recovery
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ldeaE From Fire-Extinguishing to Fire-Prevention

Health status and maintenance flow _

Normal state Subhealthy Faulty state User
et Services are  complai ¢ No prevention cost
as .
s ' ¢ but prolonged service
- downtime
Move the maintenance ' ’

point forward.

To detect sub -health status )
Proactive approaches

and take right action to

avoid customer impact . cProvide better system
Predict and prevent faults, identify potential risks, re“aplllty
Future and eliminate potential risks. ¢but incur large overhead
o
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Our Vision
Sub health

equipment or network
Normal is in subhealth state, :
status but business is in Failure

nn U — —

\ /_/' Problem acceptance analysisrecovery

Abnormal
perception

Level 1: Data pipeline is ready or not
Level 2: Al knows abnormal or not?
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which are carried out manually.
Level 6: full automation enables sdlifealing.
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FPP Evolution path
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FPP Evolution path

Orchestration

openstack

CLOUD SOFTWARE
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Hypervisor .

Physical Resources
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FPP Evolution path

Self-Healing Pipeline

Cloud VNFs
Management
== T 'O
. e [T ‘l 'l' ‘l 'I'
Y YY) = =

Orchestration

Virtual Resources

n-

System
Architecture

Root Cause Analysis
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. Scenario
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FPP Evolution path

Self-Healing Pipeline
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Three elements of Al project success
Datd

: , : A Algorithms without data are useless.

MR Al ..: | 9 Data is the core of the algorithm, so

i B ! getting a lot of data will become the
o oo top priority.

Algorithnd

Google acquired DeepMind to gain
competitive advantage. FB has
acquired Wit.ai to enhance speech

Democratizing Al recognition and voice interface

- Computing - Data ‘ SEIVICES . .

- Algorithms - Talent pr— CO m p utl n g powe r
Google TPU 2016.5
NVIDIA Tesla P100 GPU 2016.4
Microsoft FPGA 2016.9
HW Ascent910/310 2018.10
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Gartner Hype Cycle state

DFNLYSNJ GKAY1l AUQa Ay aLYyy2@FGAZ2Yy O
need takes five to ten years to mature. So pessimistic ?

Deep Learning

Virtual Assistants lachine Learning
LP

Prescriptive Analytics.

Graph Analytics Autonomous Vehicles

Smart Robots Intelligent Apps
Level 3 Vehicle Cognitive Computing
Autonomy ' Computer Vision
Deep Neura Level 4 Vehicle Autonomy
Network ASICs "
ommercial UAVs (Drones)
Digital Ethics

Predictive Analytics
FPGA Accelerator
Cognitive Expert Advisors

Conversational
User Interfaces

» -
= Bots Learning BPO Speech Rec°9'
55 | Natural-Language Neuromorphic Consumer Smart Appliances
§ | Generation Hardware Virtual Customer Assistants
8_ > Deep Reinforcement Ensemble Learning
3 aahioo
@
Artificial : :
General Artificial Intelligence Virtual Reality
Intelligence for IT Operations GPU Accelerator

(AIOps) Platforms Knowledge Management Tools

Al-Related
C&sI >
Setvices V4 Human-in-the-Loop
Crowdsourcing

As of July 2017

Peak of
Innovation Trough of Slope of Plateau of
< Inflated > X
Trigger Disillusionment Enlightenment Productivity
Sais Expectations =

time
Plateau will be reached:

obsolete
[y

'S z 5 years 5to 1 ears ) z jears
O less than 2 years @ 2to 5years @ 5to 10 years A more than 10 years heforeiplataaii

Source: Gartner Hype Cycle for artificial intelligence 201%ource: Gartner, Hype Cycle for ICT in India, 2018
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