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Current Computing Paradigm Inadequate

Internet of Things
Seeking to connect more things and 
provide more services/applications 

Vast #, Wide Variety of Devices  
and Systems, Many Are Resource-

Constrained

Network Bandwidth Constraints

Stringent Latency Constraints

Cyber-Physical Systems:
Unique Requirements and Challenges

New Operational Environments:
Distributed, Remote, Highly Vulnerable, 

Un-aŀƴŀƎŜŘΣ Χ

Need New Capabilities to Enable 
Mobile Computing at the Edge of 

5G Networks

Vast Amount of Data Generated 
by the Things

Intermittent Network 
Connectivity

Cloud Cloud Cloud CloudCloud
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Small Company Big Company

Small Company vs. Big Company
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Gartner forecasts that 8.4 billion connected 
things in 2017, and 20.4 billion by 20204 billion connected people

People-centric network vs. IoT-oriented network
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Fog Computing is the Future

Internet of Things
Seeking to connect more things and 
provide more services/applications 

Cloud Cloud Cloud CloudCloud

Fog

Fog

Fog

Fog

Fog

Fog

Fog

Fog

FogFog

Fog
Enables 

Computing 

anywhere along 

the Cloud-to-

Thing 

Continuum
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Cloud, Fog, Edge and Things
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What is Fog Computing? 

1. Architecture

with its enabling tools for 
distributing, orchestrating, 

managing, securing resources and 
services

(not just placingservers, apps, or 
small clouds at the edge)

4. System-Level

from Things to the Edge, and over 
the Core to the Cloud, spanning 

multiple protocol layers

(works overand insidewireless and 
wireline networks along the Cloud-

to-Thing Continuum)

3. Horizontal

Supports multiple industries

(not limited to any specific industry, 
network type, or application 

domain)

2. Cloud-to-Thing Continuum

Distributes resources and services 
to anywhere along the continuum

(not just at the edge)
Converged Cloud/Fog services 

(not just isolated edge computing 
devices / apps)

Cloud

FOG

A horizontal(3) system-level(4) architecture(1)

that distributes
computing, storage, control, & networking functions

closer to the users
along the Cloud-to-Thing continuum(2)
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Fog Is Needed Everywhere

Fog

5G, 

Oil & Gas,

Smart Cities and Homes, 

Internet Services, 

Robotics, 

Smart Grid, 

Visual Security,

Drones, 

Virtual/Augmented Reality,

Embedded AI, 

é

Fog

Real-Time Adaptive Traffic Control,

Connected/Autonomous Car Apps (safety, 

Internet access, é)

Industrial Control Applications,

Local Data Analytics, é

Fog

Positive Train Control,

Real-Time Monitoring,

Internet Access, é

Fog
Fog

Local Control and Data Analytics with 

Intermittent Internet Connectivity

Fog

8



Fog is Analogous to TCP/IP

TCP/IP

A standard and universal framework 

to

distribute packets

Fog

A standard and universal framework 

to

distribute resources and services

plus

Manage, orchestrate, and secure

the distributed resources and 

services
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What is Next?

Distribute resources & services 

to where needed

What is Needed?

Distribute resources & services 

closer to where needed

We Need Fog Now

Why Must We Care About Fog Now?

Cloud

Centralized

computing and data storage

SDN

Separatedcontrol and data planes. 

Softwarizedcontrol functions.

Virtualization

Abstracted

OSs away from HW

More applications need time-

critical local processing

More data created at the edge

Many resource-constrained 

devices require local off-board 

support

Many new operating 

requirements cannot be 

adequately met by cloud alone

More cyber-physical systems 

need open, standards-based, 

real-time local control

Emerging systems & use cases

are constrained by cloud-only 

models

AI and Machine Learning

Wisifying

things, computing, and networking

Container

Portablized

applications more efficiently
Enabled
network 

elements, 

apps, and 

other SW

to be 

distributed 

more 

efficiently

Demanding
network functions 

& apps

to be distributed

NFV

Virtualized

network elements
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Fog Fills Critical Technology Gaps and 

Enable New Services

AddressChallenges

in

Emerging Systems/Apps

(IoT, 5G, Imbedded AI, é)

ÅStringent latency/delay requirements

ÅResourceconstraints (endpoints,network bandwidth, é)

ÅIntermittent network connectivity

ÅLarge # and many types of ñThingsò

ÅDistributed, remote operations by non-IT experts

Empower the Cloud
ÅFog as proxy of Things to connect more Things to Cloud

ÅFog as proxy of Cloud to deliver services to Things

EnableNew Services

ÅFog-based services

ÅFog-enabled 5G 

ÅConverged Cloud-Fog platforms and services

ÅUser controlled Fog services

ÅFog-enabled dynamic networking at the edge
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Fog Will Disrupt Existing Business Models

Reshaping Industry 

Landscape

ÅRouters,switches, application servers, and storage servers 

converge into unified fog nodes

Disruptive New Service 

Models

ÅPlayers of all sizes, not just massive cloud operators, 

build/operate fogs and offer fog services ­ñWiFi Modelò and 

the rise of local/regional fog eco-systems and operators?

Integrated/ConvergedCloudï

Fog Services

ÅFor a business to function as a cohesive whole, cloud and fog 

will converge into one common infrastructure for integrated and 

unified cloud andfog services:development, deployment, 

monitoring, management, security, é

Rapid Development and 

Deploymentof Fog Systems 

and Applications

ÅRapid deployment of localized applications ­ shifting from 

ñbuild the cloud and see what services we can put on itò to ñfind 

what customers want and quickly put together a fog for themò
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5G: a Game Changer


